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Content 



 Project Goal: Implementation of a security 
architecture for Joomla!(1.5) 

 Assignments: 
 Integration of PHPIDS 

 Implementation of an IPS 

 Statistical Analysis 

 Tests with Jmeter 

 Integration of Suhosin 

 SecurityTests based on the OWASP Top 10 Security Risks 
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Introduction 



 Plugin plg_giessenAegis 

 ReCaptcha 

 Component com_giessenAegis 

 Module mod_giessenAegis 

 Tests with Jmeter 

 Additional backend module mod_phpConfigCheck 
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Giessen Aegis 



 PHPIDS calculates impact based on user activities 

 This threshold is used for countermeasure selection 

 These countermeasures include: 

 Logging 

 Email-Notification 

 User Warnings 

 User Logout 

 Restriction of User Access 
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Plugin plg_giessenAegis 



 Log Files and Email Notifications Contain: 
 User ID/IP 

 Date 

 URL of the Page Being Accessed 

 Impact (PHPIDS-Threat Level) 

 User Entry 

 HTTP Method Used (GET/POST/...) 

 Attack Vectors (xss/csrf/id/...) 

 Plain Text Description of the Attack 
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Plugin plg_giessenAegis 



 ..Makes Use of Other Functionality: 

 Should com_giessenaegis be installed, attack properties 
are saved in database tables as well as in the log file. 

 White Lists: Exceptions to security rules can be created 
for front end (public) as well as backend (administrator) 
areas. 
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Plugin plg_giessenAegis 



 ... Makes Use of Other Functionality: 

 Updates PHP IDS filter lists  

 A simulation mode can be turned on (IPS is then 
deactivated) 

 Display of data from the log file 

 Deletion of the log file or database entries 

 Selectable warning type (URL entry for redirection, plain 
text, or escalating levels of displays for the user) 

TH Mittelhessen 10.09.2010 
Markus Baier, Dennis Priefer, James Antrim, Wolf Rost, Christian 
Peter, Jochen Woidich, Alexander Ahrendt, Dennis Sack 

8 

Plugin plg_giessenAegis 
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Plugin plg_giessenAegis 

Backend: 
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Plugin plg_giessenAegis 

Backend: 

 



 Countermeasure: reCaptcha 

 Protects against automated attacks and crawlers 

 Captcha is activated by too many requests in too short a 
time period  

 For example: the average time of request reception from a 
particular IP for 10 requests is less than 3 seconds 

 The use of the captcha is required to further access the 
site 

 Realization by means of the Zend Framework 
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ReCaptcha 
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ReCaptcha 

reCaptcha Display 

 



 Serves the execution of statistical analysis 

 Makes use of two database tables  

 Entries for discovered attacks 

 Plain text resolution of possible attack vectors 

 3 Backend Views 

 Statistics 

 Management 

 Attack Types 
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com_giessenAegis Component 



 Statistical Analysis: 
 Various Statistics for Logged Attacks 

 Amount of different attacks 

 Percent of Attacks by Attack Type 

 Statistical Analysis of Attacks by Specific Users 

 Statistics are dynamically analyzed, created,  and 
displayed using JPGraph  

 Statistics can be (de)activated individually 

 Time frame for analysis of individual statistics can be set 
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com_giessenAegis Component 

http://jpgraph.net/
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com_giessenAegis Component 

Backend: 
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com_giessenAegis Component 

Backend: 

 



 Management Display: 

 Serves to manage individual statistics 

 Displays currently banned users 

 Banned users can  be unbanned from  this display 
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com_giessenAegis Component 
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com_giessenAegis Component 

Backend: 

 



 Attack Type Display: 

 Displays a list of attack types which PHP IDS detects 

 This list is predifined by PHPIDS and resides in the database 

 Attack Types can be: 

 created 

 edited 

 deleted 

 Serves to resolve codes for attack types  plain text names 
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com_giessenAegis Component 
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com_giessenAegis Component 

Backend: 

 



 The module serves the front end display of detected 
attacks 

 Displays a compact view of the most recent suspected 
attacks 

 More detailed information is displayed in the tooltip to the 
specific attack 

 Mnemonic Display using Icons: 
 New Attacks  „neu“ Symbol 
 Particualarlly Maliscious Attacks  Warning Symbol 

 Many display properties can be set in the parameters to 
the module in the backend 
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mod_giessenAegis Module 



Frontend: 
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mod_giessenAegis Module 



Frontend: 
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mod_giessenAegis Module 



Backend: 
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mod_giessenAegis Module 



 External Attacks 

 SQL-Injections 

 XSS 

 Internal Attacks 

 After Login 

 SQL-Injections 

 XSS 

 Attacking multiple times to simulate logout/banning 
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JMeter-Tests 



 Displays recommended php.ini options 

 Compares with current runtime settings 
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Backend module 
mod_phpConfigCheck 



 Inclusion 

 Configuration 

 Backend module mod_suhosin 
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Suhosin 



 Server is hardened against known and unknown 
vectors 

 PHP update to version 5.3.3 

 Installation of Suhosin extension and patches 
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Suhosin-Inclusion 



 Customized default configuration 

 Customizing was done by examination of log files while 
using the test system 

 Linked with ClamAV 

 New script to link ClamAV with Suhosin 

 Checks files right after upload 
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Suhosin-Configuration 



 Backend module mod_suhosin: 

 Administration of Suhosin in Joomla!‘s  backend 

 Shows if Suhosin installation is present and up to date 

 Switch to enable/disable simulation mode 

 Displays the Logfile 

 Displays Suhosin configuration, which can be modyfied 

TH Mittelhessen 10.09.2010 
Markus Baier, Dennis Priefer, James Antrim, Wolf Rost, Christian 
Peter, Jochen Woidich, Alexander Ahrendt, Dennis Sack 

30 

Suhosin – Backend module 
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Suhosin – Backend module 
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Suhosin – Backend module 
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Security tests: OWASP-Top Ten Risks 
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Security tests: OWASP-Top Ten Risks 
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Security tests: OWASP-Top Ten Risks 



 Giessen Aegis 

 Suhosin 
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Livedemo 



 Status: 

 Nearly ready to use 

 Used on a test server 

 http://www-test.mni.fh-giessen.de/administrator/index.php 

 http://www-test.mni.fh-giessen.de/ 

 Only available from inside the faculty network (also via VPN) 

 SVN-Repository 

 Currently: http://tracking.mni.fh-giessen.de/svn/joomla/ 

 Soon: http://joomlacode.org/ 
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Conclusion 
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 The graphs show that Joomla! Is already protected 
against most OWASP Risks. But attacks are neither 
logged, nor countermeasures are executed. The 
features we developed continues to harden the 
system and give the administrator a better overview 
over the current security status of his website. 
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Conclusion 



END 

Thank you for your attention.  

Any questions? 
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